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Instalacao e Confiquracao VPN

Prezado colaborador,

Esse manual foi elaborado para que vocé consiga, sozinho, proceder a instalacdo da

VPN que permitira que vocé acesse a rede do CFO e até mesmo a sua estagdo de
trabalho.

Os dados sigilosos foram enviados para o seu e-mail do CFO.

Os passos necessdrios para instalar a VPN sdo:

1.  Abaixo esta o link onde se encontra o arquivo que sera baixado no seu computador. Ele
podera ser clicado ou entdo copiado e colado no seu browser

a. http://www.softether-download.com/en.aspx?product=softether

2. Ao fazer isso, parecera uma tela para fazer o download. Nessa tela a opcao SELECT
SOFTWARE ja trata selecionada a opcao “SoftEther VPN (Freeware)”.

£, SoftEther Download Center " etk

SoftEther Project Source Code on GitHub University of Tsukuba

Select Software

SoftEther VPN (Freeware) *

3.  Logo abaixo, no campo SELECT COMPONENT, escolha a opcao “SoftEther VPN Client”

STICLL LN IUnNIEni

SoftEther VPN Bridge
[softEther VPN Client |
SoftEther VPN Command-Line Admin Utility (vpnemd)
SoftEther VPN Server
SoftEther VPN Server Manager for Mac QS X
SoftEther VPN Server Manager for Windows
Source Code of SoftEther VPN

Browse the Tist of all downloadable files {(Archives)



http://www.softether-download.com/en.aspx?product=softether
http://www.softether-download.com/en.aspx?product=softether

4.  Apos selecionar a opgao “SoftEther VPN Client”, o sistema vai solicitar que vocé escolha o
sistema operacional (SELECT PLATFORM). Escolha a que corresponde ao seu computador
que é onde a VPN sera utilizada (o cliente). Na maioria das vezes = WINDOWS.

Select Component

SoftEther VPN Client

Select Platform

5.  Ap6s escolher o sistema operacional, a tela mostrara as opgoes de CPU disponiveis (SELECT
CPU). Escolha a que corresponde ao seu computador que é onde a VPN sera utilizada (o
cliente). Na maioria das vezes = intel(x86 and x64) . O site vai mostrar a lista de softwares
compativeis disponiveis para download.

Select Component

[SoftEther VPN Client -

Select Platform
Select CPU

Intel (x86 and x64) ~

Download Files (74)

+ Note: The foliowing program uses the nstwork functions of the operating system because this is VPN software.
Some anti-virus software or firewalls wam that such behavior might be dangerous.

f your anti-virus disturbs the VPN function, add the VPN program file or the installer to the exception list.

@ SoftEther VPN Client (Ver 4.32, Build 9731, beta)
4.32-9731-beta-2020.01.0T-windows-x86_xd-intel.exe (48.87 MB)
ad Link] Try this if the above link fails becouse your HTTP elient dogsn't support TLS 1.2
T D S U T e ro
What's new (Changelog)
L English. J implified Chinese
05: Windows, CPU: Intel (x86 and x64)

6.  Clique sobre a opcao SoftEther VPN Client (Ver 4.32, Build 9731, beta)*. Ao fazer isso sera
iniciado o processo de baixa (download) do software para o seu computador. Vocé deve
SALVAR O ARQUIVO no seu computador. Esse processo de SALVAR O ARQUIVO pode
variar de acordo com navegador padrdo (Browser) que vocé utiliza no seu computador.

* E possivel que no periodo entre a confec¢do desse manual e a sua utilizagdo uma
nova versdo do software tenha sido langada. Utilizar a versdo mais recente.



a. No CHROME

€ Salvar como x
™ { » Este Computador » Downloads v D Pesquisar Downloads 0
Organizar Mova pasta EE 4 o
MNome Data de r'rrllodificag... Tipo Ta

~
X3 Este Computador
7] Area de Trabalhe softether-vpnclient-v4.30-9696-beta-201...

Documentas B Firefox Installer
* Downloads

115 12:21 Aplicativo
119 08:42 Aplicative

[&] Imagens
J’! Misicas
_J Objetos 3D

B Vvideos v < >

W=l Rsoftether-vpnclient-v4.30-9696-beta-2019.07.08-windows-x86_x64-intel (1) b

Tipo: Application ~

» Ocultar pastas Cancelar

b. No IE / EDGE (internet explorer)

Non-S5L (HTTF) Download Link] Try this if the above link fails because your HTTR client doesn't support TLS 1.2.
Release Date: 2020-01-01 <Latest Build>
What's new (ChangeLog)
Languages: English, Jopanese, Simplified Chinese
0S: Windows, CPU: Intel (x86 and x64)
(Windows 38,/ 98 SE / ME/ NT 4.0 5P6a / 2000 SP4 / XP SP2, SP3 / Vista SP1, P2/ T SP1/ 8./ 8.1/ 10 / Server 2003 P2 / Server 2008 SP1, SP2 / Hyper-V/
Server 2008 / Server 2008 R2 SP1./ Hyper-V/ Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-V Server 2012 R2/ Server 2016/
Server 2015)

@ SoftEther VPN Client (Ver 4.31, Build 9727, beta)
softether-vpnclient-v4.31-9727-beta-2019.11.18-windows-x86_x64-intelexe (48.86 MB)
Non-S5L (HTTP) Download Link] Try this if the above link fails because your HTTP client doesn't sugport TLS 1.2.

O que vocé deseja fazer com softether-vpnclient-v4.32-9731-
beta-2020.01.01-windows-x86_xb4-intel.exe (48.9 MB)? Executar Salvar ~ Cancelar x
De: github-production-release-asset-2e65be.s3.amazonaws.com

Em qualquer dos casos, clique na opcao SALVAR

Ao clicar em SALVAR o sistema vai fazer o download do software para o sue computador. Ao
término do download a versdo do software estara pronta para iniciar a sua instalagdo. A
instalacado sera feita por meio da opcao EXECUTAR que, dependendo do navegador padrao
(Browser) que voceé utiliza podera ser de uma forma ou de outra.

a. No CHROME - Clique sobre o software baixado para iniciar a instalagdo da VPN.

@ softether-vpnclien...exe A

25,8/44 4 MB, 2 minutos resta...




b. No IE / EDGE (internet explorer) - Clique sobre o botdo EXECUTAR para iniciar a
instalacdo da VPN.

(P SP2, 5P3 / Vista SP1, 5P2 /7 5P1,/ 8./ 8.1/ 10/ Server 2002 5P2 / Server 2008 5P1, 5P2 / Hyper-V
5 A2/ Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-\/ Server 2012 R2 / Server 2016/

7, beta)
18-windows-x80_xbd-intel exe (48.86 MB)
link fails because your HTTP client doesn't support TLS 1.2

0.01.01-windows- Abrir pasta Exibir downloads ¢

9. O sistema inicia o programa de instalacao e vai pedindo os proximos passos em tela. Clique
na opcao “Avancar”

SoftEther VPN Setup Wizard (Version 4.30.9696)

*
Welcome to the SoftEther VPN Setup Wizard C

_-_|2__|‘_ Extremely Powerful Open-Source VPN Software.
Cod
& SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance VPN
with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SoftEther VPN also accepts OpenVPN and MS-S5TP VPN clients.

SoftEther VPN

EETED - NETE. S G
) LI 1 | T T L] T
Pad iPione
; Androld Tat Andraid
Windows Linux Mac \l,'.‘inna:_: B indowsPhone €150 VPN Routers

Loml = § o=

< Voltar Cancelar

10. O sistema vai perguntar na tela se vocé deseja fazer alteragcdes. Informe a opcao SIM.

11. Na tela que sera apresentada, que serve para fazer a instalacao do software, escolha a op¢ao
SoftEther VPN Client e clique no botdio AVANCAR.



SoftEther VPN Setup Wizard (Version 4.30.9696)

Select Software Components to Install

0.

—
ul SoftEther VPN Client

SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

w Install it on VPN client comuters. A VPN client computer will be able to connect to the central
M VPN Server. The management tools will be also installed.

——_
N\

< Voltar ﬁd\\faﬂ@r> | H Cancelar

12. Serd apresentado em tela o contrato com a opc¢ao de ACEITAR. Marque a opgao “I agree to
the End User License Agreemente” para dar o ACEITE no Contrato de Licenga de Usuario
Final. Depois disso, clique na opcaio AVANCAR

SoftEther VPM Setup Wizard (Version 4,30.9696)

(i userticense Agreemert )

Please read the End User License Agreement carefully.

Copyright (c) all contributors on SoftEther VPN project in GitHub. ~
Copyright (c) Daiyuu Mobori, SoftEther Project at University of Tsukuba, and SoftEther
Corporation.

Licensed under the Apache License, Viersion 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

| agree to the End User License Agreement. i

| < Vaoltar |(Avan¢r>l | Cancelar




13. O sistema vai entdo apresentar algumas NOTIFICACOES. Essas notificacdes sdo padrdo e
vocé ndo deve se preocupar com elas. Junto com elas vem algumas op¢oes. Clique na opgao
AVANCAR

SoftEther VPN Setup Wizard (Version 4.30.9696) b4
G

( i SoftEther VPN software has extremely powerful communication abilities. Before use please read the
Important Motices carefully.

THE IMPORTANT NOTICES ABOUT SOFTETHER VPN =

FUNCTIONS OF VPN COMMUNICATIONS EMBEDDED ON THIS SOFTWARE ARE VERY
POWERFUL THAN EVER. THIS STRONG VPN ABILITY WILL BRING YOU HUGE BEMEFITS.
HOWEWVER, IF YOU MISUSE THIS SOFTWARE, IT MIGHT DAMAGE YOURSELF. IN ORDER
TO AVOID SUCH RISKS, THIS DOCUMENT ACCOUNTS IMPORTANT MOTICES FOR
CUSTOMERS WHO ARE WILLING TO USE THIS SOFTWARE. THE FOLLOWING
INSTRUCTIONS ARE VERY IMPORTANT. READ AND UNDERSTAND IT CAREFULLY.,
ADDITIOMNALLY, IF YOU ARE PLANNING TO USE THE DYNAMIC DN5, THE NAT
TRAVERSAL OR THE VPN AZURE FUMNCTIOMNS. READ THE SECTIOM 3.5 CAREFULLY.

| Avancar > |

< Voltar

Cancelar

14. Ao fazer isso, o sistema espera que vocé defina onde o software sera instalado dentro do seu
computador. Especifique o local que serd instalado. Por padrao, os programas sao instalados
em C:\Program Files\SoftEther VPN Client, mas vocé pode informar outro lugar qualquer.
Depois de escolher o local, clique em AVANCAR.

SoftEther VPN Setup Wizard (Version 4.20.9696) b

Directory to Install on

Please specify the directory to install SoftEther VPN Client.

@9
oy
(® C:\Program Files\SoftEther VPN Client

() Specify the Directory

[] Advanced Install Options for Experts

< Voltar

Cancelar



15.

16.

Ao fazer isso, o sistema apresenta uma tela informando que esta tudo pronto para ser instalado
e aguarda que voceé autorize a continuidade da instalagdo. Para prosseguir, clique em
AVANCAR.

SoftEther VPN Setup Wizard (Version 4.30.9696)

i_;l.z,—_lr Install of SoftEther VPM Client is ready.
i

Click Mext to perform the install.

Ao clicar em avancar a INSTALACAO seré iniciada

SoftEther VPN Setup Wizard (Version 4.30.9696)

Setup is in Progress

S
&, SoftEther VPN o

" SIrrriici Al 1 A

®®  The setup of SoftEther VPN Client is in progress.
ey Please wait...

Setting a security on "C\Program Files\SoftEther VPN Client\wpn_client.config” ..

< Voltar Avancar > Cancelar




17. Ao final da instalacdo o sistema apresentara uma tela informando que a instalacao (Setup)
transcorreu com SUCESSO.

e Na mesma tela vem marcada a op¢ao de iniciar o servico. Deixe marcado.

e Ainda na tela, é solicitado a vocé que clique na opcao CONCLUIR para finalizar a
instalacdo. Clique sobre ela.

SoftEther VPN Setup Wizard (Version 4,30.9696)

The setup process of SoftEther VPN Client has completed successtully.

%)

()
Ll

Start the SoftEther VPN Client Manager.

I-E':' 4 SoftEther VPM is a work of the research and development project of Japanese
o Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Infarmation Promaotion Agency.

Cancelar

—

18. Ao término da instalacdo do software sera apresentada a tela de instalacao da VPN,
propriamente dita. Escolha a opgdo para adicionar uma conexao VPN (Add VPN Connection)

53 SoftEther VPN Client Manager - m] X
Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Virtwsl Hub  Virtual Network A..
(53 Add VPN Connection

/™

Virtual Network Adapter Name Status MAC Address Version

£ Not Connected =2 SoftEther VPN Client Build 9696

SoftEther VPN Client Manager




19. Clique duas vezes em “Add VPN Connection”;

e Se for a primeira vez que vocé esta instalando a VPN sera solicitada a sua autorizagdo para
criar um adaptador da VPN “Virtual Network Adapter”. Pode clicar na opcao SIM.

SoftEther VPN Client Manager

Eefore you can create a new VPN Connection Setting you
need to create a Virtual Metwork Adapter.

Do you want to create a Virtual Metwork Adapter?

e Ao término da criagdo, o sistema vai pedir que um nome seja atribuido ao adaptador. Esse

nome devera ser informado no local especifico “Virtual Network Adapter Name”. Informe
apenas “VPN”.

Create New Virtual Network Adapter X

A new Virtual Network Agapter will be créated on the system.
You can specify 3 name for the Virtual Network Adapter, which can be 3
maximum of 31 alphanumeric characters,

Virtual Network Adapter Name: | VPN

The name of a Virtual Network Adapter must be VPN or 'VPN2' to VPN127",
Maximum 127 adapters can be created)

T

e O sistema vai criar o adaptador

_ Creating a new Virtual Network Adapter for Windows.

This process can take several seconds or over a minute.
Please wait...

(Please do not perform other operations while the Virtual Network Adapter is
being installed.)

10



= Virtual Network Adapter "VPM" Status >

m Connected to the VPN Server.
K
Requesting an IP address to the DHCP server in
the VPN...

Lav]

20. O sistema vai abrir a tela de gestdo de conexdes do software SoftEther. Na lista que sera
apresentada clique duas vezes na opcao “Add VPN Connection”;

% SoftEther VPN Client Manager — O *

Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Wirtual Hub Virtual Network A...
|-;5_', Add VPN Connection I

Virtual Network Adapter Mame Status MAC Address Version
i VPN Client Adapter - VPN Enabled 5E-D7-42-E9-D6-04 4.25.0.9658

21. Na tela que vai abrir, edite as propriedades da conexdo que sera feita via SoftEther
informando os dados abaixo:

a. Quadro de dados basicos

e Setting Name = Informar CFO

e Host Name = cfo.v4.softether.net/tcp (Tem que ser exatamente igual, sem espacos
antes ou depois)

e Virtual Hub Name = HUBCFO
e OBS: marque a opcdo Disable NAT-T”

11



Properties of CFO

@ Please configure the VPN Connection Setting for VPN Server.,
Setting Name: | CFO

Destination VPM Server:
g Specify the host name or IP address, and the port number

and the Virtual Hub on the destination VPN Server,
M cfovdsoftether.net/tep|
| Goise ar

Virtual Hub Name: | HUBCFO

Port Mumber:

Proxy Server as Relay:

=|f You can connect to a VPN Server via a proxy server,

H Impaort |E Proxy Server Settings
Proxy Type: @ Direct TCR/IP Connection (Mo Proxy)
O Connect via HTTP Proxy Server

(O Connect via SOCKS Proxy Server

Proxy Server Setting

Server Certificate Verification Option:

&
4

[ Always Verity Server Certificate

Manage Trusted CA Certificate List

Specify Individual Cert Show Individual Cert

|:| Hide Status and Errors Screens

[ Hide IP Address Screens

Virtual Metwork Adapter to Use:

% VPN Client Adapter - VPN

User Authentication Setting:

Set the user authentication information that is required when
connecting to the VPN Server.

Auth Type: | Standard Password Authentication V

User Name: | |

Password: | [TITTITTT] |

‘You can change the user's password on the VPN Server,

Change Password

Advanced Setting of Communication:
{:@} Reconnects Automatically After Disconnected

Reconnect Count: times

Reconnect Interval: seconds

Infinite Reconnects (Keep VPN Always Onling)

|:| Use SSL3.0 (1) Advanced Settings..

Cancel

b. Quadro de dados de autenticacdao — Use os dados enviados por e-mail para completar
as informacoes de autenticacdo do usuério;

¢ Auth Type — Escolha STANDART PASSWORD AUTHENTICATION
e User name — Enviado por e-mail

e Password — Enviado por e-mail

User Authentication Setting:

Set the user authentication information that is required when
connecting to the VPM Server.

Auth Type: | Standard Password Authentication L

User Name: | |

Password: | |

You can change the user's password on the WPN Serier,

Change Password

a. Mandar SALVAR

e Clicar na opgao OK

e Nesse momento a sua VPN estd criada e configurada, mas ainda ndo estd ATIVA. E
necessario ativa-la.

12



22. Conferir se a VPN foi criada e se esta ativa;

52 softEther VPN Client Manager - O s

i| Connect Edit View Virtual Adapter Smart Card Tools Help

! VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
[ Add VPN Connection

F?C?f )] cfovdsoftether.net/tep (Direct TCP/IP..  HUBMumps VPN

23. Se estiver OFFLINE, é necessario ATIVAR a VPN
a. Clicar com o botdo direito do mouse sobre o nome da conexao desejada.
b. Nas opgOes que vao aparecer, escolha CONNECT

c. Ao concluir a conexdo a sua conexdo deverd estar marcada como CONNECTED e o seu
computador ja estara com acesso a rede do CFO.

g SoftEther VPN Client Manager

Connect Edit View Virtual Adapter Smart Card Tools  Help

1 VPN Connection Setting Name Status VPN Server Hostr
[s) Add VPN Connection
EBCFD Connected cfowd . softether.r

d. Vocé pode conferir acessando o GLPI que s6 abre na rede interna ou entdo via VPN.

13



B intranet.cfo.local/glpi

AIL-CFO @ 1espeDl B CcrON

Glpi

CONSELHO FEDERAL DE ODONTOLOGIA
GERTI - Sistema de HelpDesk

Lembrar me

Enviar

Esqueceu sua senha?
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